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County of Sacramento 
Inter-Department Correspondence 

 
 

For the Agenda of: October 5, 2000 
 
Date: August 2, 2000 
 
To: Information Technology Policy Board Members 
 
From: Ray Reis, Chair 
 Technology Review Group 
 
Subject: Recommendation to Update the Electronic Data Access Policy 
 
 
Recommendation: 
 
• = Approve the recommended updates to the attached Electronic Data Access Policy. 
 
Background: 
 
The ITPB approved the Electronic Data Access Policy on December 17, 1998.  The TRG 
is recommending changes to this policy based on our experience in trying to implement 
the policy. 
 
Discussion: 
 
The County has begun implementing Internet based applications.  The accessibility and 
security of these applications is dictated by this policy.  There is one area in which this 
policy causes difficulties.  This policy currently requires data to be “mirrored” so that 
public access to data is physically isolated from production databases.  In this area, the 
policy has drilled too far into infrastructure security details.  There are times when it is 
not technically feasible to mirror data in this fashion.  The TRG is suggesting a rewording 
of the second and fourth bullets, under the heading “POLICY”, to resolve this issue. 
Certain definitions and examples that limited the application of this policy were deleted. 
 
The TRG has also captured the background discussion and explanation of the need for 
this policy from the original cover memo to the policy written by Acting County 
Executive Robert A. Ryan, Jr. on February 24, 1999 and made it part of the policy 
document itself.  This discussion and explanation are critical to understanding when and 
how to use this policy. 
 
 
Impact of Implementing the Recommendation: 
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Implementing this recommendation to update the Electronic Data Access Policy will 
make it technically feasible to implement Internet-based applications while maintaining 
the high level of security specified in the original policy.  
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COUNTY OF SACRAMENTO 
 

ELECTRONIC DATA ACCESS POLICY 
8/2/00 

 
 
DISCUSSION: 
 
The major thrust of this policy is balancing the ease of access with privacy and safety 
concerns.  This policy does not affect which information is public information under 
current law.  Under this policy, department heads are delegated the authority to manage 
data they “own” as: non-sensitive, sensitive, or confidential.  The electronic access of 
materials would then vary depending upon how the data is categorized. 
 
In the County’s current environment, government data is provided to the public in several 
different ways.  Customer requests are handled both over the phone, and at the public 
counter with the latter sometimes providing County data “to go”.  Over the years, the 
format of this data evolved from hardcopy reports to diskettes and CD’s.  The County of 
Sacramento analyzed the data dissemination issue and adopted a policy that promotes 
open access to data.  
 
THE EASE OF ACCESS PROBLEM: 
 
While a desire of government is to share electronic data and improve customer service 
and efficiency, the ease of access to some of this data raises some important issues that 
need to be addressed from a policy perspective.  Any standard Internet web-browser can 
be an easy and very powerful tool for accessing electronic information, including 
government data that is made available on the worldwide web.  This means that county 
data could be available to every PC in the world with Internet access.  This policy will 
insure that our open access data dissemination policy, does not in itself, imply automatic 
ease of access. 
 
A large percentage of County data is useful to the public and accessed daily over public 
counters and by telephone.  Web access could provide benefits to the general public by 
making access to that data easier, and reducing the service costs to the County.  Herein 
lies the dilemma.  A small portion of this public information is sensitive in nature.  
Making this data readily available to anyone with Internet access may open the door to 
easier misuse of the data by individuals who have motives not consistent with what 
public information laws are intended to protect.  The county recognizes the growing 
threat of workplace violence, sabotage and terrorism, and reserves the right to limit the 
ease of access to electronic data where it may be perceived to compromise worker or 
public safety. 
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By law, much of this sensitive data is accessible today, but there is a general belief that 
the extra effort in obtaining this data serves as an effective deterrent for those individuals 
with motives that may compromise public safety. 
 
BACKGROUND: 
 
Recent advancements in information technology are forcing government to rethink how 
constituent services should be provided.  The advent of image processing, document 
management, geographic information systems, and more importantly, the Internet, are 
being integrated into the day-to-day operations of many government agencies.  The 
Internet facilitates the ability for multiple agencies and the general public to cost-
effectively access and share electronic data.  The ease of access to this data eliminates 
redundant tasks, reduces the need for County staff to provide over-the-counter and 
telephone support, as well as, fosters inter agency coordination and cooperation through 
data sharing.  The end result is an increased level of customer support, often at significant 
reductions in cost that was unattainable with yesterday’s technology.   
 
As we continue to analyze the ease of access issue, it is important to understand the 
nature and categories of data, records and information that is gathered, stored and 
maintained by the County.  Essentially, the two types of data that the County maintains 
are public information and confidential data.  Access to public information is guaranteed 
by State of California public information laws, whereas, public access to confidential data 
is denied by various confidentiality statutes.  The County believes that easy access to 
some public information may compromise the safety of some of its employees and the 
general public.  Therefore, the County has decided to limit the electronic access of some 
public information as described below. 
 
POLICY: 
 
It shall be the policy of the County to share and extend the electronic data it gathers, 
stores and maintains except where the ease of access to that data may compromise the 
safety of government employees and officials, or the general public.  Internet access to 
non-sensitive and non-Confidential data would provide a higher quality of service to its 
citizens and maintain the highest level of public trust and confidence in County 
operations.  Nothing in this policy changes current access to data policies and practices at 
public counters and through other already established means and practices. 
 
• = Ease of Access to electronic data is a discretionary public service and shall be subject 

to operational decisions by the County. 
 
• = Internet access infrastructure and security procedures appropriate for each data 

classification shall be recommended by OCIT and approved by the TRG. 
Recognizing the benefits of making public information Internet accessible, 
County departments shall internally establish data update procedures that will 
keep electronically accessed data as accurate and current as possible and 
practical. 
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• = As a matter of standard policy, data subsets will not be selectively categorized as 
“sensitive”.  Decisions by a department head to categorize certain data elements, as 
sensitive shall apply generally to all similar records in the data base.   

 
• = Department heads are delegated the authority to manage data they 'own' as: 

Non-Sensitive, Sensitive or Confidential, and to ensure that each data 
classification is only accessible through OCIT and TRG approved technologies 
and security procedures. 

 
 
 
DATA CLASSIFICATIONS: 
 
Non-sensitive data:  Both tabular and graphic data are used in the day-to-day operations 
of the County.  Public information laws require that much of this data be made available 
to the public.  Open access to public records is an essential element of government 
accountability and GC Section 6250 et seq., as well as existing County policies reflect 
this.  Some types of information in this category include:     
 
• = Assessor’s Parcel pages 
• = Political, fee, school, fire and park district maps 
• = Zoning and General Plan Land Use maps.      
 
The above data types are good examples of non-sensitive public information.  Open and 
easy access to these records both benefits the County and the general public as well. 
 
 
Sensitive data: There is a portion of data that falls within public information provisions, 
that is also sensitive in nature.  Changing the ease of access to this data would make it 
more readily available to the general public, and could increase its use for other than what 
public information laws were intended to protect. 
 
 
 
Confidential data: Some data collected and maintained by local governments are 
protected from public disclosure through various confidentiality statutes, and thus, are not 
available under existing public information laws.  This confidential data must be securely 
protected from unauthorized access and ease of access is an issue to the extent that the 
law allows sharing this data with other authorized entities and the extent to which that is 
done through secure electronic channels. 
 
Examples of confidential data are: 
• = Name and address of mental health or adult services clients  
• = Selected crime data. 
   
• = Employee review and discipline reports. 
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CONCLUSION: 
 
Advances in technology can improve the timeliness and quality of service the County 
provides to its citizens.  Absent a reasonable policy regarding the ease of access to 
confidential and sensitive data, technology could in fact spawn more critical problems 
than the ones that it can easily resolve.  This policy must protect the interests of the 
County, its employees, and the general public as well.  It is the intention of this policy to 
err on the side of confidentiality and lower levels of ease of access, as long as the 
information is completely available over public counters or by telephone as it currently is.   
 
There is no change in access to confidential data.  Access is restricted to only those so 
authorized by law or other policy. 
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