
 

COUNTY OF SACRAMENTO 
 

Inter-Departmental Correspondence 

 
 
 
For the agenda of:  December 6, 2007 

 

TO:    Information Technology Policy Board members 
 
FROM:   Jeff Leveroni, Chair 
  Technology Review Group 
 
SUBJECT: Equipment and Storage Media Disposal Policy and Standard 
 
 
Recommendation:  
 
Approve the update to the computer equipment and storage media disposal 
policy and standard.  
  
Discussion:  
  
At the Information Technology Policy Board (ITPB) meeting held on December 1, 
2005, the Board requested that the Technology Review Group (TRG) research 
and recommend standards and procedures for the disposal of County owned 
desktop and laptop computers.  The ITPB was concerned about County 
information being accessible on equipment that goes to County Surplus.  In 
discussing this assignment, the TRG realized that the potential for loss of County 
data exists for many types of computer equipment and storage media including:  
desktop computers, laptops, servers, disk drives and SANS, tapes and tape 
backup systems, cell phones, PDAs, CDs, DVDs, etc.  The Equipment and 
Storage Media Disposal Policy and Standard was adopted by your board in 
February 2006, and applied to all these types of computer equipment and 
storage media. 
  
Your board was also concerned about the impact that cleaning computer 
equipment might have on IT resources.  Originally, the TRG projected that the 
impact of this policy would be minimal as this was work that was already 
performed prior to disposing of computer equipment. 
 
However, the TRG recently recognized an impact when limited IT resources are 
available or when a large quantity of computers must be surplused.  Therefore, a 
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recommendation was made at the October TRG meeting to mitigate this issue by 
establishing a contract with an organization that will ensure the secure 
destruction of computers and storage media and to update the Equipment and 
Storage Media Disposal Policy and Standard to reflect the additional scope in 
policy.  
  
Policy: 
  
For the purpose of this policy, disposal of computer equipment or storage media 
is defined as the removal of equipment or media from service for a particular 
County Department.  Computer equipment or storage media to be disposed of 
will be cleaned or destroyed in accordance with the standard documented below.  
The IT staff responsible for disposing of the device will remove the Help Desk 
sticker and affix another sticker to the front face plate certifying that it has been 
cleaned in accordance with this policy, or clearly marking the device for 
destruction. 
  
Standard: 
  
Computer equipment to be moved or surplused will be cleaned/wiped with an 
application or tool that meets or exceeds DoD 5220.22-M standards.  There are 
many free and low cost applications available that will clean a device to these 
standards.  If a determination is made that the equipment or media will not be 
cleaned according to the standard, then it must be destroyed and any computer 
storage media must be shredded or broken beyond repair or recovery. 
  
Impact of implementing this recommendation: 
  
PCs destroyed through the use of an external organization are not available to be 
sold as surplus material by the Department of General Services (DGS).  
However, the TRG, with concurrence from DGS, agreed that any loss of revenue 
associated with the destruction of PCs would be offset by the Countywide labor 
savings associated with not preparing those same devices for surplus.  
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